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COPYRIGHT AND TRADEMARK NOTICE 

This document contains original intellectual property of Cedar Fort Digital Inc. Governance by Design™, Stronghold™, 

Stronghold Governance Operations Suite™, Stronghold Sentinel™, Signal Analyst™, Calibration Mentor™, Governance 

Architect™, Assurance Authority™, Pattern Object Model™, and Human Factor Framework™ are trademarks of Cedar Fort 

Digital Inc. This framework specification is published publicly to support evaluation, discussion, and consideration of 

Governance by Design™ as a governance standard for AI-enabled and consequential decision systems. Copyright in the 

text, structure, and original expression remains with Cedar Fort Digital Inc. All rights reserved. 
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Preface 

This document is a framework specification. It describes the architectural properties that any 

conforming implementation of Governance by Design™ must exhibit, the role definitions through which 

the framework operates, the structural mechanisms by which the framework produces continuous, 

regulator-ready evidence, and the standards-coverage commitments the framework makes to the 

institutions that adopt it. 

It is published publicly to support evaluation of Governance by Design™ as a governance standard for AI-

enabled and consequential decision systems. The framework specification is implementation-neutral: 

any technology provider may build a conforming implementation using any combination of decision 

engines, storage technologies, cloud platforms, or user-interface paradigms. The framework defines 

what governance must do; the implementation defines how. 

Cedar Fort Digital Inc. has produced one such reference implementation, the Stronghold Governance 

Operations Suite™, described in Section 11. The reference implementation is one of many possible 

realizations of the framework. The framework specification itself is the substance of this document. This 

public edition is intended to support market evaluation, pilot discussion, and standards consideration. 
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Intellectual Property and Patent Notice 

The Governance by Design™ framework and its associated architectural concepts, role definitions, the 

Pattern Object Model™, the Human Factor Framework™, and the four-layer governance stack (Observe, 

Trace, Prove, and Enforce) are original intellectual property of Cedar Fort Digital Inc. and are protected 

under applicable copyright and trademark law. 

Cedar Fort Digital Inc. has filed provisional patent applications covering all aspects of the Stronghold™ 

reference implementation. This framework specification is published as an architectural and standards-

oriented document. It is not itself a patent disclosure. Parties interested in implementation, partnership, 

licensing, or standards engagement should contact Cedar Fort Digital Inc. 
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Abstract 

Governance by Design™ is a governance architecture framework that establishes accountability as a 

structural, load-bearing property of any system that makes consequential decisions at scale. Rather than 

treating governance as an external supervisory layer applied after decisions are made, Governance by 

Design™ embeds observation, traceability, proof generation, and enforcement directly into the 

operational architecture of the system itself. 

The framework is sector-agnostic and applies wherever a human actor in a position of institutional trust 

makes or approves decisions that affect individuals and carry regulatory or legal consequences for the 

institution. It is intended to govern environments in which AI, agentic, automated, and human decisions 

operate together at velocities that render periodic retrospective review structurally inadequate. 

Governance by Design™ is positioned as architectural infrastructure for existing regulatory and audit 

standards, not as a replacement for them. The framework does not compete with the IIA Global 

Standards, ISO/IEC 42001, NIST AI RMF, NIST SP 800-53, EU AI Act requirements, SR 11-7, or any other 

regulatory framework. It is the architecture through which institutions implement the intent of those 

frameworks continuously and verifiably. 

 

Core Thesis 

Governance must be a structural property of every consequential decision system, not a supervisory 
layer applied to it. Human judgment is not an exception path. It is part of the design. 
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1. Foundational Principles 

1.1 The Governance Gap 

Modern institutions deploy decision systems that make or materially influence outcomes affecting 

individuals at velocities and scales that exceed what periodic retrospective governance can supervise. 

AI-assisted underwriting models price insurance policies in milliseconds; agentic systems negotiate with 

vendors and reconcile transactions without explicit human invocation; clinical decision support tools 

influence diagnoses; municipal benefits engines determine eligibility; trading algorithms execute 

strategies faster than human review can occur. 

The governance models inherited from earlier eras of human-paced, document-mediated decision-

making are not failing because they are poorly designed. They are failing because the systems they were 

designed to govern no longer exist. Sampling, periodic review, manual evidence assembly, and 

retrospective attestation were appropriate to environments where decisions were comparatively rare, 

comparatively slow, and comparatively well-documented in their own right. None of those conditions 

hold in environments where consequential decisions are made by systems operating at machine speed. 

A second governance gap is structural: existing vendor management practice is not designed to govern 

AI systems as governed operational components. Questionnaires capture vendor self-attestations at a 

point in time. Annual reviews produce documentation that is stale before it is filed. Security assessments 

examine the vendor's security posture but rarely the vendor system's governance posture. Contract 

clauses specify obligations the institution has no continuous mechanism to verify. 

1.2 The Design Principle 

Governance by Design™ resolves both gaps through a single foundational principle: 

Governance must be a structural property of every consequential decision system, not a supervisory 
layer applied to it. Human judgment is not an exception path. It is part of the design. 

 

A system built on Governance by Design™ principles cannot make a consequential decision without 

simultaneously observing, tracing, proving, and enforcing the governance conditions applicable to that 

decision. Governance is not applied after the fact. It is not optional. It does not depend on human 

memory, manual collection, or periodic review. It is intrinsic to every operation the system performs. 

This principle has a corollary: when governance is intrinsic, the complexity of compliance decreases over 

time rather than increasing. Institutions that currently perceive regulatory compliance as an ever-

escalating burden do so because governance is retrofitted onto systems that were not designed to 
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produce accountability. When the system produces accountability by design, regulatory burden resolves 

into a continuous operational state rather than a recurring remediation event. 

1.3 Scope of Application 

Governance by Design™ applies to any system satisfying the following conditions: 

• The system makes or materially influences decisions that affect individuals. 

• Those decisions carry legal, regulatory, or fiduciary consequences for the institution operating 

the system. 

• The system operates at a velocity or scale that renders periodic retrospective governance 

insufficient. 

• A human actor in a position of institutional trust participates in or is accountable for decisions 

made by or within the system. 

This scope is intentionally sector-agnostic. The framework applies equally to AI credit decisioning 

models, clinical decision support systems, government benefits determination engines, financial trading 

algorithms, military command and control systems, embedded vendor AI capabilities, and any other 

environment satisfying these conditions. Audit is the clearest first application; consequential decision 

governance is the larger category. 

The framework's scope expressly extends to third-party AI systems on which the institution depends. A 

vendor-supplied AI system operating within the institution's governed environment is, for governance 

purposes, a governed operational component of that environment. The institution remains accountable 

for decisions affected by that system regardless of which entity built it. 

1.4 Framework and Reference Implementation 

Governance by Design™ is structured as two distinct artifacts: 

The Framework. The architectural specification described in this document. The framework defines 

what governance must do, how it must be structured, and what evidence it must produce. The 

framework is implementation-neutral. 

The Reference Implementation. Stronghold™, delivered as the Stronghold Governance Operations 

Suite™, is the Cedar Fort Digital reference implementation. It realizes the four-layer architecture, the 

Pattern Object Model™, the role-based oversight functions, and the unified evidence vault in operating 

software. The reference implementation is described in Section 11. 

The framework specification is implementation-neutral. Other technology providers may build 

implementations that conform to the framework using different decision engines, different storage 

technologies, different cloud platforms, and different user interface paradigms. The framework does not 
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mandate any specific technology. It specifies the architectural properties that any conforming 

implementation must exhibit. 

1.5 Relationship to Existing Standards 

Governance by Design™ is not a competing standard. It is an implementation architecture that 

enables institutions to satisfy the intent of existing regulatory frameworks continuously and 

deterministically rather than periodically and probabilistically. 

The framework does not seek to replace the IIA Global Standards, ISO/IEC 42001, the NIST AI Risk 

Management Framework, NIST SP 800-53, NIST SP 800-161, the EU AI Act, SR 11-7, the SEC 

Cybersecurity Rules, or any other established regulatory or audit framework. It is designed to be the 

architecture through which institutions satisfy those frameworks structurally rather than ceremonially. 

The framework's value proposition rises and falls with the regulatory frameworks it implements; it does 

not seek to displace them. 

The framework was not designed to align with existing standards. It was designed to solve the problem 

of governing consequential decision systems at operating speed. When independently mapped against 

major regulatory and audit frameworks, it aligns with each. That alignment is not a design artifact. It is 

evidence that all of these frameworks are solving the same underlying problem from different 

directions. 

The reference implementation has been mapped against five major regulatory, audit, and standards 

frameworks at requirement level. The current alignment summary appears in Section 10. 



Governance by Design™  |  Framework Specification v3.1  |  Public Edition 

© 2026 Cedar Fort Digital Inc. All rights reserved. Governance by Design™ and related marks are trademarks of Cedar Fort Digital Inc. 
Page 9 of 35 

2. Framework Architecture 

2.1 Overview 

The Governance by Design™ framework is organized as a four-layer governance stack embedded within 

the operational architecture of the governed system. The four layers are: Observe, Trace, Prove, and 

Enforce. Each layer is a structural component of the system, not an external monitoring tool. The four 

layers together produce a continuous governance state in which observation, traceability, proof 

generation, and enforcement are properties of every consequential decision the system makes. 
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2.2 Layer 1: Observe (Continuous Assurance) 

The Observe layer captures the complete signal context of every consequential decision in real time, 

replacing periodic sampling with continuous signal detection across all governed decision flows. A 

conforming implementation must capture: 

• Inputs and Lineage: the specific data, model version, and policy rule active at the moment of 

decision. 

• Rationale Capture: the model's reasoning, confidence indicators, and constraint status. 

• Activity Logs: complete record of system, user, and agentic actions within the governed 

environment. 

• Vendor Telemetry: continuous ingestion of governance-relevant signals from third-party AI 

systems operating within the governed environment. 

2.3 Layer 2: Trace (Lineage) 

The Trace layer maintains the complete causal chain of every consequential decision. It records not just 

what the system decided but why, under what conditions, using what model version, informed by what 

policy, with what human context. A conforming implementation must produce: 

• Model lineage recording model version, configuration, and training state at the moment of each 

decision. 

• Prompt lineage for AI systems capturing the exact instruction set active during inference. 

• Policy-to-code mapping connecting the human-readable policy to the executable rule that 

enforced it. 

• Decision pathway documentation tracing the full sequence of system states leading to the 

outcome. 

• Vendor lineage capturing third-party system version, dependency, and behavioral state at the 

moment of every vendor-supported decision. 

2.4 Layer 3: Prove (Evidence) 

The Prove layer transforms the output of the Observe and Trace layers into cryptographically sealed, 

regulator-ready artifacts. Evidence is not collected after the fact. It is generated at the moment of 

decision and sealed immediately. The institution cannot modify it. The regulator can verify it. The 

individual affected by the decision can access it through appropriate channels. A conforming 

implementation must produce: 

• An immutable evidence ledger maintaining a cryptographically sealed, tamper-evident record of 

all governed decisions. 



Governance by Design™  |  Framework Specification v3.1  |  Public Edition 

© 2026 Cedar Fort Digital Inc. All rights reserved. Governance by Design™ and related marks are trademarks of Cedar Fort Digital Inc. 
Page 11 of 35 

• Automated control attestations confirming that all required governance controls were active at 

the moment of decision. 

• Compliance evidence in pre-formatted artifacts satisfying specific regulatory requirements 

without manual assembly. 

• Vendor evidence sealed alongside internal governance state for any decision in which a vendor 

system materially participated. 

 
 
2.5 Layer 4: Enforce (Control) 

The Enforce layer is the mechanism by which governance becomes structural rather than advisory. It 

translates governance policy into executable code that operates as a structural constraint on system 

behavior. Decisions that violate policy are not flagged for review. They are blocked before they occur. A 

conforming implementation must provide: 

• Risk threshold enforcement establishing the boundary conditions within which the system is 

permitted to operate. 

• Automated gates implementing policy-as-code logic that prevents non-compliant actions from 

executing. 

• Circuit breakers: mandatory halt-and-escalate triggers that fire when any policy boundary is 

approached or breached. 

• Escalation triggers activating the human-in-the-loop protocol when system behavior requires 

human judgment. 

• Zero-trust vendor boundary: all third-party AI access denied by default; tier assignment and 

validated impact assessment are structural prerequisites to access. 

A central architectural property of the Enforce layer is policy-control identity: the human-readable policy 

and the machine-executable enforcement rule are the same object. This property eliminates the failure 

mode in which a policy document states one rule while the active enforcement configuration enforces a 

different rule. The architecture is described in Section 7. 

2.6 Sidecar Integration 

The framework specifies that conforming implementations operate as non-intrusive governance layers 

alongside existing institutional systems rather than requiring rip-and-replace of current infrastructure. 

The integration model ingests telemetry from existing agents, decision engines, and platforms to 

provide continuous oversight without interfering with underlying production logic or performance. 
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Specific deployment patterns, including setup phases, shadow-mode observation, and enforcement 

activation timing, are properties of individual implementations rather than the framework itself. 
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3. The Pattern Object Model™ 

3.1 Purpose and Position in the Architecture 

The Pattern Object Model™ is the structural intelligence layer of the framework. It defines a uniform 

data structure applied consistently to every governance pattern detected within the governed 

environment, enabling the system to generate ranked, prioritized governance signals from a unified 

pattern library rather than from a heterogeneous collection of detection rules. The Pattern Object 

Model™ operates over data captured by the Observe layer and produces signals consumed by the role 

workflows defined in the Human Factor Framework™ (Section 5). 

3.2 The Uniform Pattern Structure 

Every pattern in the framework, whether pre-seeded or organizationally-derived, comprises the 

following fields: 

• Pattern Name: a descriptive identifier for the pattern. 

• Diagnostic Question: the governance question the pattern is designed to answer. 

• Trigger Conditions: the specific data inputs, thresholds, and logical conditions that, when met, 

cause the pattern to generate a signal. 

• Context Layer: the organizational scope within which the trigger conditions are evaluated, 

comprising business unit, process area, control domain, regulatory framework, sector vertical, 

and time window. 

• Risk Scoring Logic: the algorithm used to calculate the risk score of a generated signal, 

incorporating base severity of the pattern type, recurrence weight, regulatory proximity weight, 

and organizational priority weight. 

• Signal Output: the structured record written to the signal queue when the pattern fires. 

• Recommended Action: a suggested first response for the receiving role. 

• Pre-Seeded Library Flag: a boolean field indicating whether the pattern originated from the pre-

seeded library or was derived from organizational operational history through the adaptive 

learning engine. 

This uniform structure is significant because it allows pattern libraries developed for different sectors or 

different governance domains to be added to the framework without altering the core architecture. The 

framework's intelligence grows through accumulation, not replacement. 

 
 



Governance by Design™  |  Framework Specification v3.1  |  Public Edition 

© 2026 Cedar Fort Digital Inc. All rights reserved. Governance by Design™ and related marks are trademarks of Cedar Fort Digital Inc. 
Page 14 of 35 

3.3 The Adaptive Learning Engine 

The framework specifies an adaptive learning engine that refines pattern thresholds and risk scoring 

weights over time based on accumulated human determination outcomes. The engine operates through 

three mechanisms: 

Threshold Calibration. When a Signal Analyst modifies a trigger condition threshold, the modification is 

recorded as a calibration input. After a configurable number of consistent calibration inputs on the same 

trigger condition, the threshold is automatically adjusted, with the adjustment recorded for governance 

review. 

Pattern Weight Adjustment. When a pattern consistently generates signals dismissed at rates 

significantly above the platform average, its risk scoring weight is reduced proportionally. When a 

pattern consistently generates signals escalated to higher determination levels, its risk scoring weight is 

increased. All adjustments are recorded in the pattern version history. 

Organizational Pattern Derivation. The engine identifies recurring signal clusters that do not match any 

existing pre-seeded or previously-derived pattern and surfaces them as candidate patterns for 

governance review. Approved candidate patterns are added to the organizational pattern library with 

the Pre-Seeded Library Flag set to false. 

Adaptive learning ensures that pattern intelligence improves as institutional governance experience 

accumulates, without compromising the deterministic nature of the underlying detection schema. 

3.4 Absence Detection 

A novel architectural feature of the framework is absence detection: the generation of signals in 

response to the non-occurrence of expected events within defined time windows, rather than solely in 

response to the occurrence of anomalous events. 

The absence detection mechanism operates as follows. Expected event specifications are defined: event 

type, source system, expected frequency, expected execution window, and allowable exception 

conditions. A scheduled evaluation process queries the event log for each defined expected event 

specification at configurable intervals. If an expected event has not occurred within its defined window 

and no allowable exception condition is recorded, the absence detection mechanism generates a Silent 

Failure signal. The mechanism distinguishes genuine absence from recording failure by cross-referencing 

alternative evidence sources where configured. 

Absence signals are written to the signal queue and processed through the same role-gated 

determination workflow as presence-based signals, producing the same immutable evidence records. 

The architectural significance of absence detection is that a control which simply stops executing 
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without triggering any exception (and is therefore invisible to current-generation monitoring systems) 

becomes a first-class governance signal. 

3.5 Temporal Analysis 

The framework specifies a temporal analysis layer that evaluates signal generation rates, determination 

patterns, and exception handling behavior against the organization's operational calendar to detect 

time-correlated risk clustering. The layer maintains a dynamic baseline of normal activity rates for each 

pattern type, business unit, and context layer combination across equivalent calendar periods. Statistical 

deviation from baseline rates within proximity windows around configured calendar events (such as 

reporting deadlines, audit cycles, or regulatory examination periods) generates temporal risk clustering 

signals. 
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4. The Pre-Seeded Domain Pattern Library 

4.1 Overview 

The framework specifies a pre-seeded library of fifteen pattern objects derived from established internal 

audit practice, applicable regulatory standards, and AI governance requirements. The pre-seeded library 

is the foundation that enables a conforming implementation to provide meaningful intelligence from 

initial deployment without requiring organizational history. The fifteen patterns are organized into two 

tiers. 

4.2 Tier 1: Foundation Patterns 

Patterns 1 through 10 address universal governance risks across all regulated industries: Control 

Execution Integrity, Segregation of Duties Drift, Exception Handling Patterns, Workflow Friction and 

Bottlenecks, Data versus Decision Mismatch, Role-Based Behavioral Risk Signatures, Temporal Risk 

Clustering, Policy-to-Execution Drift, Cross-System Reconciliation Gaps, and Silent Failure Detection. 

4.3 Tier 2: Differentiation Patterns 

Patterns 11 through 15 address AI governance, regulatory compliance velocity, and framework self-

assessment: AI Model Governance Drift, Concentration Risk, Regulatory Change Lag, Third-Party AI Risk, 

and Governance Completeness. 

4.4 Pattern Specifications 

Each pattern is specified using the uniform Pattern Object Model™ structure described in Section 3.2. 

Detailed pattern specifications, including diagnostic questions, trigger conditions, context layer, risk 

scoring logic, signal output, and recommended action for each of the fifteen patterns, are maintained in 

the Governance by Design™ Pattern Library Reference document, which conforms to this framework 

specification. 

Pattern 14, Third-Party AI Risk, is treated in greater detail in Section 6 (Vendor AI Governance) because 

it operates across the framework's boundary with third-party systems. 
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5. The Human Factor Framework™ 

5.1 The Principle 

Human judgment is not an exception path. It is part of the design. 

 

The Human Factor Framework™ is the structural specification within Governance by Design™ that 

defines the conditions under which human judgment is required, the context the system must provide 

to support that judgment, and the record the system must generate to prove that judgment was 

exercised. It is not an overlay or a workflow enhancement. It is a load-bearing component of the 

governance architecture. 

The framework treats the human professional not as a check applied to system output, but as an 

institutional accountability node whose participation is structurally required for any consequential 

decision. Conforming implementations are designed to elevate the quality of human judgment by 

removing low-value sampling tasks, presenting the analyst with the full decision context at the moment 

of review, and capturing the analyst's reasoning as part of the permanent governance record. 

5.2 The Five Governance Roles 

The framework specifies five governance roles. Each role has defined responsibilities, defined authority, 

defined evidence outputs, and a defined position within the four-layer architecture. Conforming 

implementations enforce role-gated authorization at both the user interface layer and the system 

endpoint layer; no role can access tools, data, or actions designated for another role through any 

technical pathway. 

Signal Analyst™ 

Any person in a position of institutional trust who makes or approves decisions within a governed 

system that affect a consumer of that system and carry regulatory or legal consequences for the 

institution they represent. 

The Signal Analyst is not a job title. It is a universal governance role that exists wherever a human 

exercises professional judgment within a system making consequential decisions. A Signal Analyst may 

be an internal auditor, a physician, a financial underwriter, a military intelligence officer, a credit analyst, 

a government case worker, or any other professional whose judgment constitutes an institutional 

accountability node. The Signal Analyst operates within the Observe layer and is the originating actor in 

the role-gated signal-to-determination workflow. 
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Calibration Mentor™ 

A senior governance professional responsible for team-level quality oversight, determination review, 

calibration management, and coaching. The Calibration Mentor reviews submitted determinations, 

gates evidence sealing, manages team backlog and work cycles, and assesses team-level calibration 

health. The Calibration Mentor is the gating role for evidence sealing: evidence records may only be 

sealed to the immutable vault upon Calibration Mentor approval. 

Governance Architect™ 

A senior institutional figure responsible for translating the institution's policies, regulatory obligations, 

and risk tolerances into the executable governance rules that define the operational boundaries of the 

governed system. The Governance Architect operates at the Enforce layer. The policy-as-code authored 

by the Governance Architect is not a document describing how the system should behave; it is the 

mechanism by which the system is constrained to behave that way. The Governance Architect also 

approves new organizationally-derived patterns surfaced by the adaptive learning engine. 

Assurance Authority™ 

The senior executive accountable for the institution's overall governance posture, typically the Chief 

Audit Executive, Chief Compliance Officer, or equivalent. The Assurance Authority operates at the 

executive intelligence layer and has access to the full oversight intelligence suite (Section 9), the 

department-level oversight view, and the configurable board presentation builder. The Assurance 

Authority is the attesting role for board packets sealed to the immutable vault. 

Platform Administrator 

The role responsible for system configuration, security management, user lifecycle, alert rules, session 

management, and structured data export. The Platform Administrator does not participate in 

governance determinations and has no access to signal, workpaper, or determination content. The role 

is structurally separated from the governance roles to preserve the integrity of the governance record. 

5.3 Role Evolution 

The Human Factor Framework™ specifies the professional evolution of the governance roles as the 

institution matures from periodic retrospective oversight to continuous structural governance: 

Chief Audit Executive/Chief Compliance Officer: From Retrospective Reporting to Trust Architecture. 

The role evolves from reporting past control failures through sampled evidence to establishing the 

institution's governance stance in real time. It provides the Board and regulators with continuously 

generated evidence rather than reconstructed opinion. 
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Assurance Director: From Incident Reconstruction to Evidence Stewardship. The role evolves from 

reconstructing logs and events after the fact to governing the immutable evidence record as a 

continuous operational function. It maintains the department in a persistent examination-ready state. 

Senior Manager: From Task Supervision to Calibration Leadership. The role evolves from managing 

checklists and sampling quotas to governing the consistency and quality of professional judgment. 

Divergence in determinations becomes a structured input to calibration, coaching, and team-level 

quality improvement. 

Signal Analyst: From Checklist Execution to Risk Fluency. For audit functions and analogous roles, the 

role evolves from rote sampling and checklist-driven review to the exercise of professional judgment 

over prioritized signals at the intersection of AI logic, policy boundaries, and human context. 

Future conforming implementations of the reference architecture may extend these role definitions and 

governance functions to additional professional domains and operating contexts. The framework is 

designed to support such extension as those applications mature. 

5.4 The Institutional Wisdom Layer 

The framework specifies an institutional wisdom layer through which Signal Analysts contribute 

governance insights that are reviewed, approved, and fed back into the adaptive learning engine. A 

multi-stage approval workflow progresses from Signal Analyst submission through Calibration Mentor 

quality review to Governance Architect approval before the wisdom is eligible for consideration in 

organizational pattern derivation. 

Approved wisdom contributions feed back into the Pattern Object Model™ through the adaptive 

learning engine. The framework maintains a complete chain of provenance from the originating wisdom 

submission through derived pattern creation through generated signals through formal determinations 

to sealed vault records, making individual professional insight directly attributable to quantified 

governance outcomes. This closes the institutional learning loop: human judgment teaches the system, 

and the system makes that judgment available to every subsequent decision. 

5.5 Peer Recognition 

The framework specifies peer recognition as a structural component of the Human Factor Framework™ 

rather than an optional engagement feature. Peer recognition reinforces the framework's premise that 

human judgment is part of the design. When the system structurally acknowledges the quality of that 

judgment, professional development becomes a measurable, real-time governance metric rather than a 

separate human-resources concern. 
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6. Vendor AI Governance 

6.1 The Vendor Governance Problem 

Most consequential AI capability deployed in regulated institutions today is not built by those 

institutions. It is sourced from vendors: foundation model providers, AI-native software vendors, 

enterprise platforms with embedded AI, and the fourth-party hosts and data providers on which those 

vendors depend. The institution remains accountable for the regulatory, legal, and fiduciary 

consequences of every decision affected by these systems. The institution does not, in most cases, 

control how those systems are designed, trained, updated, or monitored. 

Existing vendor management practice is structurally inadequate to deal with this problem. 

Questionnaires capture vendor self-attestations at a point in time. Annual reviews produce 

documentation that is stale before it is filed. Security assessments examine the vendor's security 

posture but rarely the vendor system's governance posture. Contract clauses specify obligations the 

institution has no continuous mechanism to verify. The result is a vendor governance state that is 

documentary, periodic, and reconstructed: precisely the failure mode that Governance by Design™ was 

designed to eliminate within the institution's own systems. 

The framework establishes that the same governance discipline applies to third-party AI systems 

operating within the governed environment. The institution's accountability does not stop at the vendor 

boundary. Neither does the framework. 

6.2 The Zero-Trust Vendor Boundary 

The framework specifies a zero-trust vendor boundary as a structural property of the Enforce layer. All 

third-party AI access is denied by default. Access is granted only through: 

• Vendor onboarding under defined governance baseline conditions, including AI system profile 

capture and policy-as-code boundary definition. 

• Tier classification and validated impact assessment approved by the Governance Architect role. 

• Continuous telemetry ingestion enabling the vendor system to be observed as a governed 

operational component. 

Once admitted, the vendor system is governed by the same four-layer architecture that governs 

internally-developed systems. There is no separate vendor governance regime; vendor systems are 

simply governed components within the institution's governed environment. 
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6.3 Pattern 14: Third-Party AI Risk 

Pattern 14 of the Pattern Object Model™, Third-Party AI Risk, is the structural mechanism through which 

vendor governance signals are detected, scored, and routed. The pattern detects four families of vendor 

governance failure that existing vendor management systems are structurally unable to surface: 

• Vendor contractual terms updated to include AI processing clauses without a corresponding 

internal policy update or risk assessment record. 

• Vendor SLA performance metrics declining in patterns statistically consistent with automated 

decision-making errors rather than human service degradation. 

• Vendor incident reports or notifications containing references to AI, algorithmic, or automated 

decision-making causes. 

• Vendor audit rights records showing restriction or limitation specifically scoped to AI systems or 

automated decision processes. 

Critical signals, including audit-rights restrictions on AI systems and any vendor AI risk signals affecting 

functions with board-level regulatory exposure, are routed simultaneously to the Governance Architect 

vendor management queue and the Assurance Authority notification queue. 

6.4 Vendor Telemetry Architecture 

The framework specifies a real-time policy-anchored vendor governance capability that monitors third-

party AI systems against policy-defined conditions and automatically escalates high and critical severity 

telemetry events to governance signals. Conforming implementations may use any telemetry ingestion 

architecture that satisfies the structural requirements: 

• Live telemetry view aggregating vendor system events at a granularity sufficient for pattern 

evaluation. 

• Vendor tiering view classifying vendors by risk tier with associated governance requirements per 

tier. 

• Governance policies view linking active vendor-related policies to the vendors they govern. 

• Concentration risk view surfacing single-vendor dependencies across multiple critical functions. 

• Vendor search and filtering with sector-aware regulatory linkage. 

6.5 Vendor Onboarding as a Governance Phase 

Vendor onboarding is treated as a governance phase rather than a procurement event. Onboarding 

establishes the governance baseline before a vendor AI system is permitted to operate within the 

institution's environment. It captures the vendor's AI system profile, defines the policy-as-code 

boundaries that will govern it, assigns decision rights and escalation paths, and generates the initial 
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artifact set that establishes the starting compliance posture. Only once onboarding is complete does the 

Observe layer begin tracking vendor AI behavior under continuous governance. 

6.6 Regulatory Alignment 

The vendor governance architecture directly addresses third-party AI obligations across multiple 

regulatory regimes. SR 11-7 model risk management obligations extend explicitly to vendor-supplied 

models. ISO/IEC 42001 Annex A.10 specifies continuous third-party AI governance. NIST SP 800-161 Rev 

1 addresses cyber supply chain risk management for vendor systems. The EU AI Act assigns institutional 

accountability for high-risk AI systems regardless of which entity built them. The framework's vendor 

governance architecture is the structural mechanism through which institutions satisfy the intent of 

these obligations continuously rather than periodically. 
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7. Policy-Control Identity Architecture 

7.1 The Structural Property 

A central architectural property of the framework is policy-control identity: the human-readable policy 

representation and the machine-executable enforcement rule are the same object. The framework 

treats this not as an implementation detail but as a structural requirement of any conforming 

implementation. 

In legacy governance architectures, policy and enforcement are stored as separate objects in separate 

systems. The policy lives in a document repository; the enforcement configuration lives in a rules 

engine, an access control system, or a workflow tool. Synchronization between the two is a perpetual 

operational task, and drift between them is a perpetual operational risk. The institution's documentary 

record states one rule; the institution's operational behavior may enforce a different one. 

Governance by Design™ eliminates this failure mode structurally. A conforming implementation stores 

both the natural language policy statement and the corresponding executable enforcement rule as fields 

of a single policy object record. There is no separate policy documentation store and no separate 

enforcement configuration store; the policy object is the authoritative source for both the human-

readable representation and the machine-executable enforcement logic. When the policy object is 

activated, the enforcement rule field of that object is the rule evaluated at runtime. When the policy 

object is deactivated, both the human-readable representation and the enforcement logic are 

deactivated simultaneously. 

7.2 Multi-Modal Policy Ingestion 

The framework specifies a multi-modal policy ingestion interface enabling governance professionals of 

any technical background to author enforceable policy-as-code from natural language input. Three input 

methods are required: 

Natural Language Text Entry. Free-text entry of a policy statement in natural language prose, accessible 

to compliance officers, legal counsel, risk managers, and other governance professionals without 

programming expertise. Submitted text is transmitted to a large language model extraction engine that 

generates corresponding executable enforcement rules. 

Document Upload and AI Extraction. Upload of regulatory guidance documents, internal policy 

manuals, vendor agreements, or external regulatory circulars. The system extracts textual content, 

identifies discrete governance obligations, and generates corresponding enforcement rules without 

manual transcription. 
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Direct Policy-as-Code Entry. Direct entry of executable policy-as-code by users with the requisite 

technical background, with real-time syntax validation against the target decision engine specification. 

7.3 Rule-by-Rule Review and Confidence Scoring 

AI-generated enforcement rules are presented in a synchronized side-by-side display alongside the 

originating natural language policy statement, enabling the authoring user to verify, modify, or reject 

each generated rule before commitment. Each generated rule carries a confidence score quantifying AI 

extraction confidence, and ambiguity warnings are surfaced for policy statements that admit multiple 

valid interpretations. No generated rule may be committed without explicit user verification. 

7.4 System-Agnostic Decision Engine Integration 

The framework specifies that conforming implementations must support multiple decision engine 

targets rather than a single proprietary execution environment. Common decision engine targets include 

Open Policy Agent, IBM Operational Decision Manager, Drools, FICO Blaze Advisor, and custom decision 

engines designated by the institution. 

The system-agnostic property has two consequences. First, organizations adopting a conforming 

implementation are not required to decommission existing enterprise decision management 

infrastructure; governance policy authoring and management coexist with existing technology 

investments. Second, the framework remains independent of any single decision-engine vendor, which 

is essential to its trajectory as a governance standard. 

7.5 Sector-Aware Regulatory Linkage and Version Control 

Each policy object is linked to applicable regulatory frameworks filtered by the institution's active sector 

or sectors. The policy management interface presents only the regulatory frameworks relevant to the 

active sector, eliminating the cognitive overhead of identifying applicable regulations from an 

undifferentiated list. Cross-sector policies are flagged accordingly. 

Conforming implementations maintain complete version history for each policy object, including the 

natural language representation, the executable enforcement rule, the authoring method, the role 

identity of the authoring user, the timestamp of version creation, the activation status, the target 

decision engine, and the regulatory framework linkages. Committed policy objects integrate with the 

immutable evidence vault, enabling sealed policy artifacts with cryptographic integrity verification. 
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8. Evidence Chain Architecture 

8.1 Purpose 

The Evidence Chain architecture is the framework's specification for the structural linkage between AI 

signal classification, formal evidence documentation, and immutable vault sealing. It eliminates the 

documentary gap between signal detection and audit-grade evidence by treating the workpaper as a 

structural artifact of the signal lifecycle rather than a separate document produced after the fact. 

8.2 Workpaper Initialization from Signals 

When a Signal Analyst selects a governance signal for formal documentation, the framework specifies 

that a structured audit workpaper is automatically created and pre-populated with content derived from 

the AI signal classification. The workpaper is linked to the originating signal record through a relational 

reference, establishing a persistent structural association between the governance signal and the formal 

audit documentation. The AI reasoning artifact, matched pattern identifier, risk score, and 

recommended action are written into the workpaper's AI Context section without manual data entry. 

8.3 Structured Workpaper Document 

The framework specifies a structured workpaper document comprising defined field categories: a 

header section with system-generated reference number, analyst identity, dates, and lifecycle state; a 

scope and objective section; a procedures section with dynamic step addition and removal; an evidence 

section with file attachment capability; an analysis and conclusion section with conclusion type 

classification; a cross-references section linking related signals, workpapers, policies, and regulatory 

standards; and an AI classification context section auto-populated from signal intelligence data. 

The structured form is significant because it enforces professional audit documentation standards 

architecturally rather than relying on individual analyst discipline. The same documentation form is 

produced regardless of analyst, signal type, or sector. 

8.4 Workpaper Lifecycle and Multi-Stage Review 

The framework specifies a multi-stage workpaper lifecycle with role-appropriate actions at each stage: 

Draft, In Progress, Submitted, Under Review, Revision Requested, Approved, and Sealed. Workpapers 

may only be sealed to the immutable vault upon Calibration Mentor approval. 
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8.5 Mandatory Reasoning 

The framework specifies that every signal determination action must be accompanied by a written 

reasoning narrative authored by the determining analyst. The reasoning requirement is structural: a 

determination action cannot be completed by any technical pathway without a non-empty reasoning 

narrative present in the determination record. This eliminates the failure mode in which a determination 

disposition is recorded without documented professional judgment rationale, and it guarantees that 

every sealed determination artifact in the immutable vault carries an explicit human reasoning record. 

8.6 The Unified Sealed Governance Record 

Upon Calibration Mentor approval, the framework specifies that a unified sealed governance record is 

generated, comprising the complete workpaper content, all attached evidence files with file metadata 

and SHA-256 integrity hashes, the associated signal determination record including the determination 

disposition and mandatory reasoning narrative, and the AI classification context including the AI 

reasoning artifact, matched pattern identifiers, risk score, and classification timestamp. 

A SHA-256 cryptographic hash of the complete unified governance record is computed at the time of 

sealing and stored alongside the record, providing cryptographic proof that the sealed record has not 

been modified after the time of sealing. The unified governance record is written to an immutable vault 

configured with a Write Once Read Many policy, preventing deletion or modification of sealed records 

after writing. Sealed records subsequently become available as evidence sources for executive 

intelligence tools, creating a closed evidence loop from board-level reporting to the originating AI 

classification event. 
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9. Oversight Intelligence Architecture 

9.1 Purpose 

The Oversight Intelligence architecture is the framework's specification for the executive intelligence 

layer. It defines the structural mechanism through which board-level and executive governance 

intelligence is generated from live governance data, immutable vault artifacts, pattern analytics, 

institutional wisdom contributions, and policy-control objects, rather than from manually-assembled 

supplementary documentation. 

9.2 Unified Data Context 

The framework specifies a unified data context comprising live signals, immutable vault artifacts, Pattern 

Object Model™ analytics, institutional wisdom submissions, and policy-control objects. The architectural 

significance of the unified data context is that every executive intelligence output is generated from and 

traceable to immutable, mentor-approved, cryptographically sealed governance records. Executive 

intelligence is not assembled from supplementary spreadsheets and email threads; it is generated from 

the same evidence record the institution would produce under regulatory examination. 

9.3 Examination Readiness Scoring 

The framework specifies a regulatory examination readiness scoring system that quantifies the 

institution's current governance posture across multiple dimensions from live platform data without 

manual assessment input. Dimensions include signal coverage completeness, determination timeliness, 

vault artifact integrity and density, policy currency and coverage, Quality Assurance and Improvement 

Program conformance, finding lifecycle management, vendor governance posture, and regulatory 

calendar compliance. Each dimension score is presented with comparison to prior assessment periods. 

The scoring system replaces manual readiness assessments with continuous, evidence-grounded 

measurement. 

9.4 Board Packet Generation and Vault Attestation 

The framework specifies a coordinated board packet generation subsystem comprising a configurable 

board presentation, an automatically generated Quality Assurance and Improvement Program report 

conforming to professional internal audit standards, and a regulatory evidence appendix with tiered 

content requirements. The appendix system enforces an omission justification requirement for any 

required content excluded from the appendix. 

Submission of the completed board packet to the immutable vault requires explicit attestation by the 

submitting executive role. The attestation workflow requires document title, document type 
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classification, reporting period, reviewer identification, an explicit Presented to Board indicator with 

associated date, and an attestation checkbox confirming the accuracy and completeness of the package. 

On successful submission, the packet is sealed with a SHA-256 cryptographic hash, a vault artifact 

identifier, and a sealed timestamp, producing an immutable governance record of the board reporting 

event. 

9.5 Multi-Model AI Reasoning 

The framework specifies a multi-model AI reasoning architecture that directs different governance 

intelligence tasks to different large language models based on task-specific reasoning requirements. 

Narrative intelligence tasks (board briefs, executive briefings, audit value quantification, and 

conversational query) are directed to a model optimized for breadth of knowledge and narrative 

fluency. Multi-step structured reasoning tasks, particularly governance scenario analysis, are directed to 

a model optimized for extended chain-of-thought analysis across multiple governance dimensions in 

sequence. An automatic fallback mechanism preserves operation when the structured-reasoning model 

is unavailable. 

9.6 Role-Differentiated Intelligence Delivery 

Access to executive intelligence tools is gated by governance role. The Assurance Authority has access to 

the full intelligence suite. A defined subset is available to the Governance Architect through the risk 

assessment interface. Role-differentiated access is enforced at both the user interface layer and the 

system endpoint layer. 
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10. Independent Standards Alignment 

Governance by Design™ was not designed to meet regulatory frameworks. It was designed to govern 

consequential decision-making at the speed those decisions occur. When independently validated 

against major regulatory and audit frameworks, the reference implementation aligned with each. That 

alignment is not a design artifact. It is evidence that all of these frameworks are solving the same 

underlying problem from different directions. 

The current alignment summary is presented below. Detailed requirement-level traceability is 

maintained in the Governance by Design™ Compliance Mapping Document. 

 

Framework Scope Coverage 

IIA 2025 Global Internal 

Audit Standards 
Internal audit professional 

standards 
All technology-addressable standards, including 

continuous monitoring (Standard 9.1), structured finding 

communication (Standard 11), Quality Assurance and 

Improvement Program (Standard 13), evidence standards 

(Standard 2320), and the professional judgment 

mandate. 

ISO/IEC 42001 (AI 

Management Systems) 
AI management system 

requirements 
Full coverage across Clauses 6.1, 8, 9, and 10 (risk 

treatment, operational control, performance evaluation, 

continual improvement) and Annex A.7 (PII masking) and 

Annex A.10 (third-party AI governance). 

NIST AI Risk Management 

Framework 
AI risk management Specific subcategory coverage across all four functions: 

Govern (1.1, 4.1, 6.1), Map (3.5), Measure (2.5), and 

Manage (3.1, 4.1). 

NIST SP 800-53 Rev 5 Federal security and privacy 

controls 
Nine controls: AC-3, AU-9, CA-7, SA-9, SA-12, SR-3, SR-6, 

SR-11, IR-6, covering access enforcement, audit 

protection, continuous monitoring, external system 

services, supply chain protection, component 

authenticity, and incident reporting. 

NIST SP 800-161 Rev 1 (C-

SCRM) 
Cyber supply chain risk 

management 
Tasks 2, 7, and 14: C-SCRM strategy implementation, 

supply chain risk assessment, and continuous SCRM 

monitoring. 



Governance by Design™  |  Framework Specification v3.1  |  Public Edition 

© 2026 Cedar Fort Digital Inc. All rights reserved. Governance by Design™ and related marks are trademarks of Cedar Fort Digital Inc. 
Page 30 of 35 

11. Reference Implementation: Stronghold Governance 
Operations Suite™ 

Stronghold™, delivered as the Stronghold Governance Operations Suite™, is the Cedar Fort Digital 

reference implementation of the Governance by Design™ framework. It is one possible realization of the 

framework. Other technology providers may build conforming implementations using different decision 

engines, different storage technologies, different cloud platforms, and different user-interface 

paradigms. The framework specification is the standard; the suite is the operating reference. 

The Stronghold Governance Operations Suite™ comprises five named products, each realizing specific 

architectural elements of the framework: 

Stronghold Assurance Operations Engine™ (Flagship). The core platform implementing the four-layer 

governance stack, the Pattern Object Model™, the role-gated signal-to-determination workflow, the 

Evidence Chain workpaper architecture, the institutional wisdom layer, and the immutable decisioning 

vault. 

Stronghold Enforce™ (Included). The natural language policy ingestion and policy-as-code generation 

layer. Realizes the multi-modal ingestion interface, AI-mediated rule extraction, real-time syntax 

validation, and the structural policy-control identity property of the framework. 

Stronghold Governance Core™ (Foundation). The integrated governance platform layer providing the 

five-role workspaces, multi-team organizational structure, department-level Team of Teams oversight, 

peer recognition, kudos tracking, and configurable platform administration. 

Stronghold Oversight Intelligence™ (Premium). The executive intelligence layer realizing the unified 

data context, the configurable board presentation builder, the multi-dimension examination readiness 

scoring, and the vault attestation workflow for board packets. 

Stronghold Vendor Sentinel™ (Premium). The vendor governance layer realizing the zero-trust vendor 

boundary, real-time policy-anchored telemetry, vendor tiering, concentration risk surfacing, and Pattern 

14 (Third-Party AI Risk) detection and routing. 

The five products are integrated through a unified evidence vault, a unified pattern library, and a unified 

role authorization model. The reference implementation is sector-aware: governance content adapts to 

the active institutional sector across Life Insurance, Financial Services, Property & Casualty, Healthcare, 

and Government, with sector-appropriate audit universe items, regulatory calendar events, 

methodology documents, vendor records, signal data, regulatory framework references, and report 

formats. 

Specific deployment patterns realized by the Stronghold reference implementation include a 30-day 

setup phase followed by a shadow-mode observation period in which the governance layer operates in 
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parallel with existing controls before enforcement is activated. This approach preserves the institution's 

current innovation velocity while providing the deterministic evidence and auditability required for 

institutional-grade assurance. These deployment patterns are properties of the reference 

implementation, not requirements of the framework specification. 
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12. Key Definitions and Role Registry 

12.1 Definitions 

Governance by Design™. A governance architecture that establishes accountability as a structural 

property of any consequential decision system, making governance intrinsic to every operation the 

system performs rather than supervisory. 

Pattern Object Model™. The uniform data structure applied to every governance pattern in the 

framework, comprising Pattern Name, Diagnostic Question, Trigger Conditions, Context Layer, Risk 

Scoring Logic, Signal Output, Recommended Action, and Pre-Seeded Library Flag. 

Human Factor Framework™. The structural specification within Governance by Design™ that defines the 

conditions under which human judgment is required, the context the system must provide to support 

that judgment, and the record the system must generate to prove that judgment was exercised. 

Stronghold™ (Stronghold Governance Operations Suite™). The Cedar Fort Digital reference 

implementation of Governance by Design™, comprising five integrated products: the Assurance 

Operations Engine, Enforce, Governance Core, Oversight Intelligence, and Vendor Sentinel. 

Signal. A structured record generated when a Pattern Object Model™ pattern's trigger conditions are 

met, comprising signal identifier, pattern name, diagnostic question, trigger condition met, context 

values, risk score, AI reasoning artifact, and recommended action. 

Determination. A formal disposition (Accept, Escalate, Dismiss) made by a Signal Analyst on a generated 

signal, accompanied by a mandatory written reasoning narrative and sealed to the immutable vault 

upon completion. 

Sealed Governance Record. A unified immutable artifact comprising workpaper content, attached 

evidence, determination record, mandatory reasoning, and AI classification context, sealed with a SHA-

256 cryptographic hash and written under a Write Once Read Many policy. 

12.2 Role Registry 

Signal Analyst™ (Operational). Front-line professional exercising judgment on governance signals; 

originator of determinations, workpapers, and wisdom contributions. 

Calibration Mentor™ (Team-Level Quality). Reviews and approves determinations and workpapers; 

gates evidence sealing; manages team backlog, calibration, and coaching; second-stage reviewer of 

wisdom submissions. 
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Governance Architect™ (Framework Authority). Authors policy-as-code; manages the audit universe, 

risk assessment, methodology library, regulatory calendar, and vendor governance configuration; third-

stage approver of wisdom; approves new organizationally-derived patterns. 

Assurance Authority™ (Executive). Chief Audit Executive, Chief Compliance Officer or equivalent; full 

intelligence suite, Team of Teams oversight, board packet attestation. 

Platform Administrator (System). User lifecycle, alert rules, session management, structured data 

export, security audit log; structurally separated from governance roles. 



Governance by Design™  |  Framework Specification v3.1  |  Public Edition 

© 2026 Cedar Fort Digital Inc. All rights reserved. Governance by Design™ and related marks are trademarks of Cedar Fort Digital Inc. 
Page 34 of 35 

13. About Cedar Fort Digital Inc. 

Cedar Fort Digital Inc. is a woman-owned small business headquartered in Green Cove Springs, Florida. 

The company develops and deploys the Governance by Design™ framework and its reference 

implementation, the Stronghold Governance Operations Suite™, across Life Insurance, Financial 

Services, Property & Casualty, Healthcare, and Government sectors. 

Cedar Fort Digital's founding team brings 25+ years of VP-level experience in enterprise governance, 

process engineering, software architecture, and digital transformation across major financial 

institutions, healthcare, pharmaceutical, and telecommunications organizations. 

In addition to being an enterprise architect, CEO Rachel Latham contributed to the development of 

AUC/EIR authentication system specifications, including the databases, algorithms, and related 

components for the original GSM security standard during her tenure at Sema Group, working with the 

Oxford GSM Committee. This work is directly relevant to the company's standards ambitions for 

Governance by Design™. She was also a founding member of the Citi Group Global Operating Model 

group, within the Software Process Engineering Group of Global Consumer Technology, and has written 

several operating specifications on a wide array of systems, from e-commerce to agile software 

development during her career. 

Chief Transformation Officer Chris Soskin developed the first Agile Audit methodology at Deloitte and 

was a foundational contributor to Toyota's transformation from waterfall development to the Rational 

Unified Process. He was a contributing author and editor of the Addison-Wesley process engineering 

series. 

For framework inquiries, pilot partnership discussions, standards body engagement, or implementation 

licensing: 

 

Rachel Latham, Founder & Chief Executive Officer 

Rachel.Latham@cedarfortdigital.com 

(904) 607-6702 

cedarfortdigital.com 



Appendix – Governance by DesignTM Framework Diagram 

 

 
 

                                                       

           
      

                                     

                                       

                   

       
         

                                              

                                              

                            

     
       

                              

                                          

                                     

     
        

                         

                                             

                                           

       
       

                                 

                                           

                                          

           

          

           

                                          

               

                           

                              

                               

                         

                        

                               

           

                                 

                             

                                  

                      

                          

                                  

                                      

                                               

                                                      

                        

                

            

                   

                

                          

                      

                    

                  

                          

                

               

                   

                           

              
         

                              
                     

               

                         

                    

               

                            

                 

                                                           


